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Banker’s Toolbox solutions are fully equipped to 
help you identify, detect, and respond to red flags.  

 

 

Incorporating 
Software into Your 
Red Flags Program 

Important Reminder: 

Identity Theft Programs must be in place 

by November 1, 2008! 

Red Flags Rules 

The Federal Trade Commission (FTC), the federal bank regulatory 

agencies, and the National Credit Union Administration (NCUA) have 

issued regulations (the Red Flags Rules) requiring financial 

institutions and creditors to develop and implement written identity 

theft prevention programs, as part of the Fair and Accurate Credit 

Transactions (FACT) Act of 2003.  

The programs must be in place by November 1, 2008, and must 

provide for the identification, detection, and response to patterns, 

practices, or specific activities ς ƪƴƻǿƴ ŀǎ άǊŜŘ ŦƭŀƎǎέ ς that could 

indicate identity theft. 

FACT Act Answers in this 

Informational Guide: 

× Quick Definitions 

× Four Basic Elements of an 

Identity Theft Program 

1. Identify  

2. Detect  

3. Respond  

4. Ensure  

× Simple Program Outline 

× Trouble Getting Started? 

× Detailed Examples of Red 

Flags from Each Category 
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Contact Information 

Please address any questions regarding the information contained in this document to: 

.ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄ 
6400 Laurel Canyon Bl. 6th floor 
North Hollywood, CA  91606 
info@bankerstoolbox.com 
818-201-2231 

 

The information contained ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ Ƙŀǎ ōŜŜƴ ǇǊŜǇŀǊŜŘ ŦƻǊ ǘƘŜ ŜȄŎƭǳǎƛǾŜ ǳǎŜ ƻŦ .ŀƴƪŜǊΩǎ 

Toolbox customers.  Due to the confidential nature of this document, it may not be reproduced, 

ƳƻŘƛŦƛŜŘΣ ƻǊ ŘƛǎǘǊƛōǳǘŜŘΣ ƛƴ ǿƘƻƭŜ ƻǊ ƛƴ ǇŀǊǘΣ ǿƛǘƘƻǳǘ ǇǊƛƻǊ ǿǊƛǘǘŜƴ ŎƻƴǎŜƴǘ ƻŦ .ŀƴƪŜǊΩǎ ¢ƻƻlbox.  Any 

disclosure of this document to third parties is strictly prohibited. 
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Incorporating Software into your Red Flags Program 

Introduction 

The Fair & Accurate Credit Transaction Act, ŀƭǎƻ ƪƴƻǿƴ ŀǎ ǘƘŜ άCŀŎǘ !/¢,έ ǿŀǎ ŜƴŀŎǘŜŘ ƛƴ н003.  As a 
ǊŜǎǳƭǘ ƻŦ ǳƴŎƭŜŀǊ ƎǳƛŘŜƭƛƴŜǎΣ {ŜŎǘƛƻƴ ммп ŎƻƳƳƻƴƭȅ ŎŀƭƭŜŘ άwŜŘ CƭŀƎǎέ ǿŀǎ ŀŘŘŜŘ ǘƻ ǘƘŜ ŘƻŎǳƳŜƴǘ ǘƻ 
provide clarification on the regulation.   

The new regulations were made effective on January 1, 2008, with compliance to the regulations 
mandatory by November 1, 2008.  Each institution must create a written and board approved Identity 
Theft Program, similar to the one your organization created for its Customer Identification Program.  

To facilitate the creation of your Identity Theft Program, your organization may elect to use parts of 
its former CIP program.  Be aware, however, that there are major differences between an Identity 
Theft Program and a Customer Identification Program.   

 

Quick Definitions 

Identity Theft: Creation of a fictitious identity using any single piece of information belonging to a real 

ǇŜǊǎƻƴ Ŧŀƭƭǎ ǿƛǘƘƛƴ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άƛŘŜƴǘƛǘȅ ǘƘŜŦǘέ ōŜŎŀǳǎŜ this fraud involvŜǎ άǳǎƛƴƎ ǘƘŜ ƛŘŜƴǘƛŦȅƛƴƎ 

information of another person without authorizationΦέ  

Red Flag: Any indication there may be identity theft involved in an account or transaction. As defined by 

ǎŜŎǘƛƻƴ ммпΥ άwŜŘ CƭŀƎΣ ŀ ǇŀǘǘŜǊƴΣ ǇǊŀŎǘƛŎŜΣ ƻǊ ǎǇŜŎƛŦƛŎ ŀŎǘƛǾƛǘȅ ǘƘŀt indicates the possible existence of 

ƛŘŜƴǘƛǘȅ ǘƘŜŦǘΦέ  

Covered Accounts: Accounts that are primarily for personal, family or household purposes that involve 

or allow multiple payments or transactions; *OR* Accounts with reasonably foreseeable risk to customers 

or to the safety and soundness of the financial institution by way of identity theft.  

NOTE: For most organizations, these definitions indicate that all accounts will be subject 

to the regulation.  Organizations may see fraud and identity theft on both consumer and 

business accounts.   

Each organizationõs Identity Theft Program must be: 

Á based on a current risk assessment 

Á appropriate to the size and complexity of the organization 

Á appropriate to the nature and scope of the activities of its client base 

Á should be flexible to address changing identity theft risks as they arise 

 



P a g e  | 4 

 

Contact Us Today 
(888) 201-2231 

http://www.bankerstoolbox.com 

info@bankerstoolbox.com 

Four Basic Elements of an Identity Theft Program 

 

Identify Red Flags by Creating an Effective Program 

Getting Started: Create a Risk Assessment Spreadsheet 

An efficient risk assessment contains qualitative and quantitative data.  The best method of 

documenting your risk assessment is to create a spreadsheet that allows you to do the following: 

Á Identify and list your covered accounts; then examine how they are opened and accessed 

Á Determine points of vulnerability, threats, likelihood and potential harm  

Á Investigate how red flags can be detected with current systems and procedures 

Á Determine what additional procedures or systems you need to implement for detection 

Á Map specific red flags to different accounts in your Risk Assessment spreadsheet 

The sample below shows how you might begin by listing accounts and creating columns that help you 

organize the risk assessment information gathered. 

 

 

1. Identify relevant red flags for covered accounts and incorporate those 
red flags into the program. 

2. Detect red flags that have been incorporated into the program. 

3. Respond appropriately to any red flags that are detected to prevent 
and mitigate identity theft. 

4. Ensure the program is updated periodically to reflect changes in risk. 
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Determine Which Red Flags Are Appropriate for your Institution 

Appendix J, Supplement A of Identity Theft Red Flags and Address Discrepancies under the Fair and 

Accurate Credit Transactions Act of 2003 lists 4 categories of Red Flags for identifying possible 

identity theft. Each organization must take all four categories into consideration when evaluating 

appropriate red flags for each product/account. In addition, you should obtain information about 

past incidents of identity theft affecting your institution, and learn from these examples to uncover 

patterns of behavior. Examples from the four categories are listed below. 

 

Four Categories of Red Flags  

1. Alerts, notifications or warnings from consumer reporting agencies or service 

providers, such as fraud detection software.  

Á fraud alerts 
Á address discrepancy notices 
Á credit freeze 
Á unusual patterns of activity on credit reports) 

2. Presentment of suspicious documents or suspicious identifying information.  

Á IDs that appear altered or forged 
Á inconsistent ID information 
Á invalid SSN 
Á address is a mail drop or a prison 

3. Unusual use of, or suspicious activity related to, a covered account.  

Á change in account usage 
Á activity on an inactive account 
Á returned mail 
Á duplicate checks 

4. Notice regarding possible identity theft in connection with covered accounts.  

Á notice of fraud from customers 
Á notice of fraud from victims of identity theft 
Á information received from law enforcement or other persons 

Click here to skip to Detailed Examples of Red Flags from each category. 
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Detect Red Flags Using Bankerõs Toolbox Solutions 

There are many ways that BankerΩs Toolbox can assist with your FACTA Red Flags compliance.  Here 

are a few examples below: 

 

With BAM:  

Á Identify spikes in customer activity, duplicate addresses, high risk addresses, etc. 
Á Allow reporting of all red flags for auditors and examiners review 

With Enhanced Due Diligence Module:  

Á Know your customer and their expected behavior 
Á Check foǊ ǾŀǊƛŀƴŎŜǎ ƛƴ ŎǳǎǘƻƳŜǊǎΩ cash, wire, ACH, ATM, and debit card activities 

 With Fraud Manager: 

Á Identify various types of check fraud associated with identity theft 

With QAR Module: 

Á Standardized reporting format makes it easy to collect red flags from any site 

Á BSA staff monitors and documents responses to all red flags in one location 

With Bankers Toolbox Consulting Services: 

Á Conduct Identity Theft Risk Assessments  
Á Create Identity Theft Programs, policies and procedures  
Á Train Staff to Implement Program 
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Respond Appropriately to Red Flag Detection 

 

1. Once your organization has identified what red flags will be used for each 

product type: 

Á Document the various methods your employees can use to detect 
the red flags.   An example might include the use of credit reports or 
other third party information.  

Á Document ways to analyze detected red flags to assess whether 
they are evidence of a real risk of identity theft. 

2. Prepare responses to each red flag identified. Example responses might 

include: 

Á Monitor Account 

Á Contact Customer 

Á Change Passwords or PINs 

Á Close Account or Assign New Account Number 

Á Do Not Open a New Account 

Á Notify Law Enforcement 

Á Complete a Questionable Activity Report 

Á File Suspicious Activity Report 

Á No Action 

3. For new accounts: 

Á ±ŜǊƛŦȅ ǘƘŜ ƛŘŜƴǘƛǘȅ ƻŦ ŜŀŎƘ ǇŜǊǎƻƴ ƻǇŜƴƛƴƎ ŀ ŎƻǾŜǊŜŘ ŀŎŎƻǳƴǘΦ 5ƻƴΩǘ 
forget to include information on all signers and/or the owner of 
business accounts. 

4. For existing accounts:  
Á Authenticate customers/members 

Á Monitor transactions for unusual, suspicious or high risk activity 

Á When any changes are made to mailing address, phone number or 
email address, verify the change with the account owner  
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Ensure Your Identity Theft Program is Up-to-Date 

× Your identity theft program should be updated periodically to reflect changes in risk.  Risk 
changes might include:   

Á Changes to the customer base 

Á Changes to the safety and soundness of the financial institution 

Á Changes to the safety and soundness of creditors 

Á Changes to identity theft trends and methods  

× Do occasional άǇƻǎǘ ƳƻǊǘŜƳǎέ ǘƻ ŘƛǎŎǳǎǎ Ƙƻǿ ȅƻǳ ŘŜǘŜŎǘŜŘ specific cases of ID theft and how 
you might have spotted it sooner. 

× If and when you come up with more Red Flags through this process, be sure to add them to 
your program. 

Hammering out the Details 

× Using the information you gathered in your risk assessment, and incorporating the 
appropriate red flags, write up an Identity Theft Program that will determine how you classify, 
detect and respond to red flags. 

× Get your written program approved by the board.  Once it is approved, be accountable and 
report to the board committee annually on Red Flag compliance. 

× Train appropriate personnel prior to implementation of the program.  

Board of Directors/Senior Management 

Á Assign specific responsibility for implementation 

Á Review reports by staff 

Á Approve material changes to program 

Annual Staff Report 

Á Effectiveness of policies 

Á Significant security incidents 

Á Service provider arrangements 

Á Recommendations for material changes 
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Simple Program Outline 

In order to build an effective program, here is a basic checklist of some elements you might consider.   

Information Gathering 

Ç Create a Red Flags Team. Be sure to get representation from all major business lines, including 
compliance, operations and technology. 

Ç LŘŜƴǘƛŦȅ ŀƭƭ άŎƻǾŜǊŜŘέ ŀŎŎƻǳƴǘǎ and document your list in a Risk Assessment spreadsheet. 

Ç Evaluate the Red Flag examples from each category and decide which apply to your 
institution.  

Ç Specify methods of detecting each red flag, incorporating automation wherever possible. 

Ç Decide what responses are appropriate for each red flag and document your response. 
wŜƳŜƳōŜǊ ǘƘŜȅ Ƴǳǎǘ ōŜ άŀǇǇǊƻǇǊƛŀǘŜέ ŀƴŘ ŎƻƳƳŜƴǎǳǊŀǘŜ ǿƛǘƘ ǘƘŜ ŘŜƎǊŜŜ ƻŦ Ǌƛǎƪ ǇƻǎŜŘΦ 

Document, Approve, and Implement 

Ç Using the information you gathered in your risk assessment, and incorporating the 
appropriate red flags, document an Identity Theft program that will determine how you 
classify, detect and respond to red flags. 

Ç Have your written program approved by the board.   

Ç Train appropriate personnel prior to implementation of the programs. 

Ç ¢Ǌȅ ŀ ά5Ǌȅ wǳƴέ ŦƻǊ ŀ ǿƘƛƭŜΦ {ŜŜ ǿƘŀǘ ǿƻǊƪǎΣ ŀƴŘ ǿƘŀǘ ŘƻŜǎƴΩǘΦ 

Detect and Respond to Red Flags 

Ç Using Banker’s Toolbox software and other resources, begin detecting red flag activity. 

Ç Centralize a location to which all reports of incidents of ID theft flow. 

Ç Create a reporting form for employees to submit standardized info on ID theft incidents.  

Keep Your Program Updated 

Ç Devise a plan for updating the program. 

Ç Report to the board committee annually on Red Flag compliance. 
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Trouble Getting Started? 

Gathering information about identity theft and the red flags regulations is not difficult.  In fact, it is 

almost too easy.  Industry experts are freely handing out guides on how to meet the November 1, 

2008 deadline for FACT Act compliance, but they all give different advice and most are confusing. 

Amidst the overflow of information, a surprising majority of regional and community banks have not 

ŦƛƎǳǊŜŘ ƻǳǘ ǿƘŜǊŜ ǘƻ ǎǘŀǊǘΦ  .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄ /ƻƴǎǳƭǘƛƴƎ Ŏŀƴ ƘŜƭǇ ȅƻǳ ŎƻƴǎƻƭƛŘŀǘŜ ŀƭƭ ƻŦ ǘƘŜ ŦŀŎǘǎ ŀƴŘ 

actually hammer out a comprehensive identity theft program appropriate to the size and complexity 

of your institution.   

     

                                                                       

Affordable Consulting From   

.ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄ ƛǎ ƳƻǊŜ ǘƘŀƴ ŀ ŎƻƳǇƭƛŀƴŎŜ ǎƻƭǳǘƛƻƴΦ  !ǎ ŦƻǊƳŜǊ ōŀƴƪŜǊǎΣ ǿŜ 

understand the demanding nature of your job beyond ordinary software vendors.  

If your institution needs assistance in addressing this regulatory requirement, 

ŎƻƴǎƛŘŜǊ ǳǎƛƴƎ .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄ /ƻƴǎǳƭǘƛƴƎ ǘƻ ƘŜƭǇ ŎǊŜŀǘŜ ȅƻǳǊ LŘŜƴǘƛǘȅ ¢ƘŜŦǘ 

Prevention Program.   

Assistance we can provide includes: 

Á Development of an Identity Theft Risk Assessment 

Á Incorporation of appropriate Institutional policies and procedures 

Á Identification of applicable Red Flags 

Á LŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ άŎƻǾŜǊŜŘέ ŀŎŎƻǳƴǘǎ 

Á Research of past ID thefts within the institution 

Request for Consultation 

If you would like further information on any of these services, or if you 

wish to request a proposal, please contact us today. 
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Meet Our Senior Risk Management Consultants 

Kathe M. Dunne, CAMS, AAP 

Risk Management Consultant 

Manager, Consulting & Education 

Kathe Dunne is an accomplished financial professional with over 30 years in 

the financial services industry.   Kathe has worked in both financial institutions 

and financial servicing organizations in the areas of Bank Operations, Risk 

Management, Compliance, Training/Training Development, Cash 

Management, Product Management, and Marketing. 

YŀǘƘŜ ƧƻƛƴŜŘ .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄ ƛƴ WŀƴǳŀǊȅΣ нллт and is presently the Manager 

of the Consulting & Education department. 

CƻǊ ŜƛƎƘǘ ȅŜŀǊǎ ǇǊƛƻǊ ǘƻ ƧƻƛƴƛƴƎ .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄΣ YŀǘƘŜ ƻǇŜǊŀǘed her own consulting business (KMD 

Consulting, Inc.), providing consulting services to financial institutions and financial serving 

companies in the areas of Compliance, BSA/AML, Payment Systems (ACH), Product Management, 

Training Development and Policy and Procedure.  She previously worked at Aurum Technology 

(Fidelity) and major multi-billion dollar California bank. 

Kathe is a Certified Anti Money Laundering Specialist (CAMS), the professional certification of the 

Association of Certified Money Laundering Specialists.  Additionally, Kathe is an Accredited ACH 

Professional (AAP), a credential provided by NACHA (National Automated Clearing House 

Association).  She has served on the Board of Directors and on the Electronic Check Task Force for 

NACHA, and has served as Board Chair and Committee Chair for the regional ACH Association, 

WesPay (Western Payments Alliance).   

Maleka Ali, CAMS 

Risk Management Consultant  

Maleka Ali is an industry expert with over 25 years of experience servicing the 

financial community in Bank Operations, Fraud, Compliance and Risk 

Management. Maleka has worked heavily with OFAC and BSA compliance.  She 

is knowledgeable about the USA PATRIOT Act, as well many of the international 

AML principals and guidelines set by the FATF, Wolfsberg Group, and Basel 

Committee. 
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{ƘŜ Ƙŀǎ ōŜŜƴ ǿƻǊƪƛƴƎ ǿƛǘƘ .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄ ŀǎ ŀ wƛǎƪ aŀƴŀƎŜƳŜƴǘ /ƻƴǎǳƭǘŀƴǘ ǎƛƴŎŜ hŎǘƻōŜǊ ƻŦ 

нллрΦ  !ǘ .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄΣ ǎƘŜ Ƙŀǎ ǿƻǊƪŜŘ ǿƛǘƘ ƻǾŜǊ олл ŦƛƴŀƴŎƛŀƭ ƛƴǎǘƛǘǳǘƛƻƴǎ ƻƴ .{!κhC!/ 

compliance and how to effectively manage BSA/fraud risk and utilize automated monitoring systems.  

tǊƛƻǊ ǘƻ ƧƻƛƴƛƴƎ .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄΣ aŀƭŜƪŀ Ƙŀǎ ǿƻǊƪŜŘ ƛƴ ŀƭƭ ŀǊŜŀǎ ƻŦ ƻǇŜǊŀǘƛƻƴǎ ƳŀƴŀƎŜƳŜƴǘΣ 

marketing, electronic banking, fraud/risk control, training, and has developed new products, 

brochures, policies and procedures. Her experience ranges from the creation of two denovo (startup) 

financial institutions, to operations management of a multi-billion dollar financial institution. She has 

also participated as a lead task force member in several major mergers, acquisitions and system 

conversions. 

She is CAMS certified (Certified Anti-Money Laundering Specialist), and has developed and 

implemented BSA programs along with comprehensive risk assessments at several financial 

institutions. Maleka has served as a faculty member on BSA/AML and Consumer Deposit Disclosures 

at American Bankers Association National School of Banking.  She has also been a guest speaker and 

workshop instructor at many national and community conferences, including the Association of 

Certified Fraud Examiners, addressing the subjects of BSA/AML/OFAC compliance, risk assessment 

management, fraud and identity theft. 

Michelle M. Lucci, CRCM, CAMS 

Risk Management Consultant 

Michelle Lucci is an accomplished professional who has worked in the banking 

industry for over 25 years. She has a thorough working knowledge of all federal 

banking regulations, examination procedures, and rating systems.  To add, she is 

well versed in writing risk assessments, policies, and procedures, interacting with 

federal examiners, state examiners and holding company auditors, and 

administrating comprehensive training programs through classroom instruction 

and online courses.  She is also experienced working with newly formed or 

charted denovo institutions, small community banks, large money center 

institutions, and international organizations.  

tǊƛƻǊ ǘƻ ƧƻƛƴƛƴƎ .ŀƴƪŜǊΩǎ ¢ƻƻƭōƻȄΣ Michelle was employed by a community state chartered financial 

institution as their BSA, Compliance, OFAC, and Community Reinvestment Act Officer.  Additionally, 

she has extensive experience as a Commissioned FDIC Bank Examiner in Risk Management and 

Consumer Compliance working out of the New York and Atlanta FDIC regional offices.  

MichŜƭƭŜ ƘƻƭŘǎ ǘǿƻ ƻŦ ǘƘŜ ōŀƴƪƛƴƎ ƛƴŘǳǎǘǊȅΩǎ most prestigious certifications ς the Certified Regulatory 

Reporting Manager (CRCM) and the Certified Anti Money Laundering Specialist (CAMS). 
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Detailed Examples of Red Flags  

You may consider any of the example red flags provided in the examples on the following pages, but 

you are not required to use any or all of these examples, and some may not even be appropriate. 

 

Category 1: Alerts, Notifications, or Warnings from a Consumer Reporting Agency  

Examples: 

× A fraud or active duty alert is included with a consumer report.  

× A consumer reporting agency provides a notice of credit freeze in response to a request for a 
consumer report.   

×  A consumer reporting agency provides a notice of address discrepancy, as defined in               
§ 334.82(b) of this part. 

× A consumer report indicates a pattern of activity that is inconsistent with the history and usual 
pattern of activity of an applicant or customer, such as: 

Á A recent and significant increase in the volume of inquiries; 

Á An unusual number of recently established credit relationships; 

Á A material change in the use of credit, especially with respect to recently established 
credit relationships;  

Á An account that was closed for cause or identified for abuse of account privileges by a 
financial institution or creditor.   

Bankerõs Toolbox Tip: 

To ensure compliance with the regulation, it is our suggestion to document 

your reasons for excluding any red flags from your identity theft program.   

Also, the regulating agencies have highly recommended that you incorporate 

ȅƻǳǊ ƻǿƴ ǊŜŘ ŦƭŀƎǎ ōŀǎŜŘ ƻƴ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǳƴƛǉǳŜ ƛŘŜƴǘƛǘȅ theft 

experiences. 
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Category 2: Suspicious Documents or Personal Identifying Information 

Examples of Suspicious Documents: 

× Documents provided for identification appear to have been altered or forged.  

× The photograph or physical description on the identification is not 
consistent with the appearance of the applicant or customer 
presenting the identification. 

× Other information on the identification is not consistent with 
information provided by the person opening a new covered 
account or customer presenting the identification. 

× Other information on the identification is not consistent with 
readily accessible information that is on file with the financial 
institution or creditor, such as a signature card or a recent check. 

× An application appears to have been altered or forged, or gives the appearance of having 
been destroyed and reassembled. 

Examples of Suspicious Personal Identifying Information 

× Personal identifying information provided is inconsistent when compared against external 
information sources used by the financial institution or creditor. For example: 

Á The address does not match any address in the consumer report; or  
Á The Social Security Number (SSN) has not been issued, or is listed on the Social 
{ŜŎǳǊƛǘȅ !ŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ 5ŜŀǘƘ aŀǎǘŜǊ CƛƭŜΦ 

× Personal identifying information provided by the customer is not consistent with other 
personal identifying information provided by the customer. For example, there is a lack of 
correlation between the SSN range and date of birth. 

× Personal identifying information provided is associated with known fraudulent activity as 
indicated by internal or third-party sources used by the financial institution or creditor. For 
example: 

Á The address on an application is the same as the address provided on a fraudulent 
application; or 

Á The phone number on an application is the same as the number provided on a 
fraudulent application. 
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× Personal identifying information provided is of a type commonly associated with fraudulent 
activity as indicated by internal or third-party sources used by the financial institution or 
creditor. For example: 

Á The address on an application is fictitious, a mail drop, or prison; or  
Á The phone number is invalid, or is associated with a pager or answering service. 

× The SSN provided is the same as that submitted by other persons opening an account or other 
customers. 

× The address or telephone number provided is the same as or 
similar to the account number or telephone number submitted by 
an unusually large number of other persons opening accounts or 
other customers. 

× The person opening the covered account or the customer fails to 
provide all required personal identifying information on an 
application or in response to notification that the application is 
incomplete. 

× Personal identifying information provided is not consistent with personal identifying 
information that is on file with the financial institution or creditor. 

× For financial institutions and creditors that use challenge questions, the person opening the 
covered account or the customer cannot provide authenticating information beyond that 
which generally would be available from a wallet or consumer report. 

Category 3: Unusual Use of, or Suspicious Activity Related to, a Covered Account 

Examples: 

× Shortly following the notice of a change of address for a covered account, the institution or 
creditor receives a request for new, additional, or replacement cards or a cell phone, or for 
the addition of authorized users on the account.  

× A new revolving credit account is used in a manner commonly associated with known patterns 
of fraud patterns. For example: 

Á The majority of available credit is used for cash 
advances or merchandise that is easily convertible to 
cash (e.g., electronics equipment or jewelry); or 

Á The customer fails to make the first payment or makes 
an initial payment but no subsequent payments. 
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× A covered account is used in a manner that is not consistent with established patterns of 
activity on the account. There is, for example: 

Á Nonpayment when there is no history of late or missed payments; 
Á A material increase in the use of available credit; 
Á A material change in purchasing or spending patterns;  
Á A material change in electronic fund transfer patterns in connection with a deposit 

account; or 
Á A material change in telephone call patterns in connection with a cellular phone 

account. 

× A covered account that has been inactive for a reasonably lengthy period of time is used 
(taking into consideration the type of account, the expected pattern of usage and other 
relevant factors). 

× Mail sent to the customer is returned repeatedly as undeliverable although transactions 
continue to be conducted in connŜŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŎƻǾŜǊŜŘ ŀŎŎƻǳƴǘΦ 

× The financial institution or creditor is notified that the customer is not receiving paper account 
statements. 

Category 4: Notice regarding possible identity theft in connection with covered accounts 

Examples: 

× The financial institution or creditor is notified of unauthorized charges or transactions in 
ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ŀ ŎǳǎǘƻƳŜǊΩǎ ŎƻǾŜǊŜŘ ŀŎŎƻǳƴǘΦ 

× The financial institution or creditor is notified by a customer, a victim of identity theft, a law 
enforcement authority, or any other person that it has opened a fraudulent account for a 
person engaged in identity theft. 

 

Early Detection Prevents Losses 

By the time you identify a category 4 red flag, a financial loss has already 

been realized. The goal of the Identity Theft Program is to prevent red 

flags from ever becoming actual losses for your institution and your 

customers.  With a Red Flags program in place, you will be able to catch 

ƳƻǊŜ ǊŜŘ ŦƭŀƎǎ ōŜŦƻǊŜ ƛǘΩǎ ǘƻƻ ƭŀǘŜΦ 


